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1. Hướng dẫn tự tạo soft token trên hệ thống self-service bằng QRCode:
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	Thực hiện truy câp vào đường dẫn: https://user.vietinbank.vn/
Mục Thông tin Entrust -> Đồng bộ Entrust 
Login bằng user AD và password AD.
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	Chọn mục ‘Choose label’ -> Email
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	Khai báo email người dùng.

Chọn Next.
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	Chọn Yes.
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	Chọn ‘I want to active a soft token identity on a mobile device that may not be connected to the internet’.
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	Thực hiện mở màn hình quét QR Code ở ứng dụng Entrust trên mobile đưa camera vào mã QRCode trên giao diện máy tính.
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	Để mở tính năng quét QR Code.
Mở Entrust Identiy, chọn Add Identity, chọn QR Code.
Đưa cam mobile vào mã QRCode trên giao diện máy tính.
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	Nhập mã màu đỏ trên giao diện PC vào giao diện mobile (mã đóng khung màu đỏ) -> OK.
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	Điền thông tin trên mobile.
Name:
Các trường khác giữ nguyên mặc định.
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	Nhập mã Registration Code trên mobile vào giao diện PC theo ảnh bên dưới => Next

Sau đó, chọn tích vào ô ‘I have provided the registration code to the portal, administrator or help desk’ trên điện thoại
=> Activate =>OK
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	Tạo soft token thành công.
Chọn OK.
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	Nhập mã PIN để bảo vệ OTP trên mobile

	[image: ]
	Nhập lại mã PIN -> Confirm.
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	Tiến hành đăng nhập để kiểm lại quá trình tạo soft token
Truy câp vào đường dẫn: https://user.vietinbank.vn/
- Đăng nhập bằng user AD và password AD
- Thực hiện nhập mã OTP soft token trên thiết bị mobile -> OK.
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	Giao diện bên trong hệ thống khi login thành công.
Người dùng có thể sử dụng mã OTP để đăng nhập vào các thiết bị khác tích hợp với Entrust.



2. Hướng dẫn tự tạo soft token trên hệ thống self-service bằng Manual (không sử dụng được camera của mobile để quét QRCode):
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	Thực hiện truy câp vào đường dẫn: https://user.vietinbank.vn/
Mục Thông tin Entrust -> Đồng bộ Entrust 
Login bằng user AD và password AD.
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	Chọn mục ‘Choose label’ -> Email
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	Khai báo email người dùng.

Chọn Next.
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	Chọn Yes.
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	Chọn ‘I am unable to active my soft token identity using the above method, so I ‘ll perform a manual activation’.

=> Next
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	Hiển thị giao diện Serial Number và Activation Code
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	Mở Entrust Identiy, chọn Add Identity, chọn Manual
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	Điền thông tin:
 Name: (đặt tên gợi nhớ)
Serial Number: trên giao diện tại máy PC
Activation Code: trên giao diện tại máy PC
=> Activate Offline.
Tại giao diện PC, sau khi khai báo thông tin trên chọn Next
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	Nhập mã Registration Code trên mobile vào giao diện PC theo bên dưới => Next

Sau đó, chọn tích vào ô ‘I have provided the registration code to the portal, administrator or help desk’ trên điện thoại
=> Activate =>OK
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	Tạo soft token thành công => Chọn OK.
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	Giao diện quay về giao diện chính bên trong của hệ thống.
Chọn Done để kết thúc quá trình.
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	Thực hiện truy câp vào đường dẫn: https://user.vietinbank.vn/
Mục Thông tin Entrust -> Đồng bộ Entrust 
Login bằng user AD và password AD.
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	Giao diện bên trong hệ thống khi login thành công.
Người dùng có thể sử dụng mã OTP để đăng nhập vào các thiết bị khác tích hợp với Entrust.
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Entrust identiy Enterprise Mobile ST or Deskiop Soft Token Identity

Achte your e s ok ety g e mthd o o st Caeel o chose et ctaton et

— QR Code Actation

To activate a soft token identity o  mobile device,use the Entrust Identity Enterprise Moble ST app on that device to
scan the QR code below. Ifyou'e lready on the mobile device where you want you soft token identiy actvated, save the
password displayed below using your browser s copy capabilty and simply touch the QR code.

e

To complete activation, you must provide Entrust Identity Enterprise Moble ST with the password displayed above.
‘Once you have saved your softtoken identity, retur here and click Next.

et | Cancel
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Entrust Identity Enterprise Mobile ST or Desktop Soft Token Identity

Achte your e s ok ety g e mthd o o st Caeel o chose et ctaton et

— QR Code Actation

To activate a soft token identity o  mobile device,use the Entrust Identity Enterprise Moble ST app on that device to
scan the QR code below. Ifyou'e lready on the mobile device where you want you soft token identiy actvated, save the
password displayed below using your browser s copy capabilty and simply touch the QR code.

]

To complete activation, you must provide Entrust Idenity Entrprise Moble ST with the password displayed above.

‘Once you have saved your softtoken identity, retur here and click Next.

et | Cancel
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SCAN A QR CODE

Activation Code

Enter the QR code password from the.

egistration portal, your emal or the
help desk to use this QR code.

Cancel oK




image10.png
14:10

&« SOFT TOKEN ACTIVATION

)

Name
L & Tv.phong - EntrustMF4

Provider URL

i3] https://DC-ESSM:8445/igst

)

No Identity Provider is reachable at this URL

Serial Number

# 03208-48120

Activation Code

Or 9376-4130-0902-5190
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ACTIVATE IDENTITY

Enter the code below on your portal page, or give it
to your administrator or help desk, to complete the
activation process. This code will not be displayed
again.

Registration Code

31684-3

(! have provided the registration code to the
portal, administrator or help desk
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@ ENTRUST IDENTITY ENTERPRISE Entrust Identity Enterprise Self-Service

Entrust Identity Enterprise Mobile ST or Desktop Soft Token Registration Code
Gomplete the activation of your soft token by entering the registration code displayed by the application.
Registration Code:

— Not sure what to do?

If the soft token activation information is still being processed, please wait.
If a registration code is not being displayed, your soft token may have activated itself automatically.
To check for automatic activation, leave the registration code blank and click Next.

If you donit know what your registration code is, click Cancel.
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@ ENTRUST IDENTITY ENTERPRISE Entrust Identity Enterprise Self-Service

© The registration code you provided has been accepted and your soft token activated.

New Soft Token Creation

Your request for a new soft token to be used for second-factor authentication was successful.

You have successfully activated the soft token with serial number 52500-68888. You can start using this soft token for second-factor authentication right away!
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CHOOSE IDENTITY PIN

Enter your new Identity PIN.
@ idenity PIN

Identity PIN Rules:

© You must enter a PN containing 4 digts.

NEXT
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CONFIRM IDENTITY PIN

Confirm Identity PIN

& Identity PIN

Identity PIN Rules.

© Must match previously entered Identity PIN

BACK CONFIRM
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self-Administration

— Challenge

Enter aresponse using thetoken with sl number 52500 B

|
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— I canftanswer

s type of challenge right now. Please let me ansvier @ one-time password challenge
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@ ENTRUST IDENTITY ENTERPRISE Entrust Identity Enterprise Self-Service

Self-Administration Actions

Please select one of the actions below or click Done if you're finished:

« Idlike to try synchronizing my soft token since it doesn' appear to be working,
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@ ENTRUST IDENTITY ENTERPRISE Entrust Identity Enterprise Self-Service

Entrust Identity Enterprise Mobile ST or Desktop Soft Token Activation Options
Please select the option that best matches your current situation:
1O | want to activate a soft token identity on a mobile device that may not be connected to the Internet.

2. @ | am unable to activate my soft token identity using the above method, so Il perform a manual activation|
3 Twantto delay activating my soft token idertity unti Tater.

Option 2

Manual activation is necessary when you don't have the required version of Entrust Identity Enterprise Mobile ST or
Desktop Soft Token.
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Entrust Identity Enterprise Mobile ST or Deskiop Soft Token identity
Actvate yous new st oken dentyusing th method outined below, o select Cance o choosea fesent actation method.

— Manual Activation

Enter the following information into the Add Identit screen of Entrust Identity Enterprise Mobile ST or Desktop Soft
Token.

dentity Provider

Soft Token

Once you have saved your soft token dentity,return here and click Next.

(e ) (Gancel)
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<« Soft Token Smart Identity

Soft Token Activation

Complete these fields to proceed with activation.

Name

B Entrust Login

[ Provider URL

Serial Number

# 24001

Activation Code

‘ O 33067775 7NN

Activate Offline
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ACTIVATE IDENTITY

Enter the code below on your portal page, or give it
o your administrator or help desk, to complete the
activation process. This code will not be displayed
agai
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@ ENTRUST IDENTITY ENTERPRISE Entrust Identity Enterprise Self-Service

Self-Administration Actions

Please select one of the actions below or click Done if you're finished:

is locked.

Copyright © 2021 Entrust Corporation




image1.png
@ ENTRUST

IDENTITY ENTERPRISE

Login

* User Name:

* Password:

= Forgot your password?
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Entrust Identity Enterprise Self-Service

Please log in to either sign up for multifactor
authentication, or to administer your existing
account:
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Personal Information

Welcome to Entrust Identity Enterprise self registration. To begin, please provide the personal information requested below.

* Contact Information:

Choose label.

Telephone Number Format
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Personal Information

Welcome to Entrust Identity Enterprise self registration. To begin, please provide the personal information requested below.

* Contact Information:

O [Email | [hungng22@vietinbank vn

Telephone Number Format
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@ ENTRUST IDENTITY ENTERPRISE Entrust Identity Enterprise Self-Service

Soft Token

Have you downloaded and installed the Entrust Identity Enterprise Mobile ST application onto your mobile device, or the Entrust Identity Enterprise Desktop Soft Token
application onto your computer?

— Not sure what to do?

Answer Yes if you've successfully downloaded and installed the Entrust Identity Enterprise Mobile ST or Desktop Soft
Token application. After answering Yes, you will be prompted to set up a soft token.

Answer No if:

You have not downloaded and installed the Entrust Identity Enterprise Mobile ST or Desktop Soft Token application yet.
You don't have a mobile device or computer that can support the application.

‘Your attempts to download and install the Entrust Identity Enterprise Mobile ST or Desktop Soft Token application have
repeatedly failed.

You are unclear about what to do.
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@ ENTRUST IDENTITY ENTERPRISE Entrust Identity Enterprise Self-Service

Entrust Identity Enterprise Mobile ST or Desktop Soft Token Activation Options

Please select the option that best matches your current situation:

want to activate a soft token identity on a mobile device that may not be connected to the Interet
2 O Iam unable to activate my soft token identity using the above method, so I'l perform a manual activation.
3 O I want to delay activating my soft token identity until later.

Option 1

The mobile device where | want to activate my soft token identity has Entrust Identity Enterprise Mobile ST version 3
or above installed. If currently accessing Entrust Identity Enterprise Self-Service on a mobile device, that can be the
target, as can any other mobile device. You can tell which version of the app is installed by opening it and going to
the About section of the main Info screen.
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